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VIv canh bao nguy co m~t an toan thong tin tren

cac tliiSfbi sir dung mang Wifi

CONG HOA. xA HOI CHU NGHiA VI~T NAM
Doc Hip - TU' do - Hanh phuc

Thica Thien Hui, nga~V thang 10 ndm 201:

Kinh giri:

- Cac co quan chuyen mon thuoc UBND tinh;
- Cac don vi S\I nghiep thuoc tinh;
- Cac t6 chirc, dean thS c~p tinh;

Uy ban nhan dan cac huyen, thi xa, thanh pho Hu~.

Ngay 16 thing 10 nam 2017, Sa Thong tin va Truyen thong nhan ducc Cong van
s6 541/CA TIT -TDQLGS cua Cue An toan thong tin - BQ Thong tin va Truyen thong
vS viec canh bao nguy co m~t an toan thong tin tren cac thiet bi SU dung mang Wifi.

Theo do, nha nghien ciru bao mat Mathy Vanhoef da cong b6 mot nhom 16hong
trcng.giao thuc.Wl' AlWP-A2,--mQtgiao tlnrc.ducc.cci.Ia.an.toan nhat.cho.mang.khong.Lc.,
day (WiFi) hien nay cho phep thuc hien ky thuat t~n cong KRACKs (Key
Reinstallation Attacks). Cu the, d6i tuong t~n cong co thS nghe len, giai ma giao thirc
ma hoa va doc diroc noi dung cua cac goi tin ma truce day duoc cho la an toano L6
-hong nay co thS bi 19i dung dS danh cap cac thong tin ca nhan, thong tin nhay earn
nhu tai khoan ngan hang, the tin dung, tai khoan mang xa hoi, tai khoan true tuyen,
thong tin rieng, noi dung chat, thu dien nr, hinh anh, video ... duoc truyen qua mang
khong day.

L6 hong nay t6n tai trong chinh noi tai cua giao tlnrc mang khong day WiFi chir
khong lien quan den cac san pham hay each thirc triSn khai 1110 hinh mang, b~t cir
thiet bi mang khong day nao su' dung giao thuc rna hoa WPA/WP A2 dSu co thS la
muc tieu cua hinh tlnrc t~n congo Theo danh gia, cac thiet bi Android, Linux, Apple,
Windows, OpenBSD, MediaTek, Linksys va nhieu thiet bi khac cling co thS bi t~n
cong bang viec diSu chinh each tlnrc t~n cong KRACKs cho phu hop,

Hinh tlnrc t~n cong nay anh huang dSn t~t ca cac thiSt bi phat song Wi-Fi sir
dung giao thirc WPA/WP A2. Va my thuoc van c~u hinh cua h~ thong mang, d6i
tuong t~n cong tham chi can co thS thay d6i nQi dung goi tin, hay dinh kern ma doc
tong tien, ma dQc gian diep van cac goi tin va dS nguoi dung tu lay nhiem.

Nh~m bao dam an toan thong tin cho mang WAN cua tinh va cac mang noi bQ
cua cac don vi. D6ng thoi, phong tranh viec d6i tircng t~ cong 19i dung 16hong dS
thuc hien nhfrng cuoc t~n cong mang nguy hiem, Sa Thong tin va TruySn thong
khuyen nghi cac quan tri vien tai cac co quan, don vi va nguoi dung thuc hien:

D6i voi nguoi dung:



- L6 hong tren cac thiSt bi phat song khong day kho co th~ se co ban va ngay l~p
tire, vi vay c~n thuong xuyen thee doi cac ban cap nhat tren cac thiSt bi c~m tay, cac
thiSt bi di dong, trinh diSu khi~n card mang khong day cua may tinh va cac thiSt bi
phat song Wi-Fi d~ c~p nhat ngay khi co cac ban va moi.

- Luoji e~n trong khi ,sir dung cac mang khong day dac biet la cac mang khong
day cong cong, chi truy cap cac trang web sir dung giao thirc bao mat HTTPS va than
trong khi nhap thong tin cac tai khoan ca nhan, hay cac thong tin nhay earn khac tren
cac trang web.

- TiSp tuc duy tri giao thirc ma hoa WP A/WP A2 cho cac thiSt bi phat song
khong day sir dung tai gia dinh kSt hQ'Pvoi mat ma a mire dQ kho cao, do day v~n la
giao thirc ma hoa an toan nh~t hien nay ngan chan duoc cac hinh thirc t~n cong giai
ma khac.

goai ra d6i voi co quan, t6 clnrc:
- Canh bao toi nguoi dung trong t6 chirc va thuc hien cac bien phap nhu neu tren

d6i voi ngiroi dung;
- Chu dong thee doi cac thong tin ill cac co quan chirc nang va cac t6 chirc vS an

tom thong tin d~ kip thai cap nhat cac ban va cho cac thiet bi mang cua minh, d6ng
thai don d6c cac can bQ dang lam viec trong co uan, t6 chuc chu don thuang xuyen

------;:t'neo dOl va cap nhat cac thiSt bi dau cu6i khi co ban c~p nhat maio
- Lien h~ ngay voi cac co quan chirc nang cling nhu cac don vi trong linh vue an

toan thong tin d~ duoc h6 tro khi c~n thiet
Khi tri~n khai cac noi dung neu tren, trong tnrong hop d.n thiet, Quy don vi co

th~ lien h~ voi Trung tam EDIC, Dien thoai: 3882333 - may le 25,
Email: tiepnhan@thuathienhue.gov.vn d~ ducc phoi hQ'P, h6 tro.

Kinh mong sir phoi hop cua Quy co quan, don vi.!
Ghi chu:
- Cac co quan, don vi thong bdo lai noi dung nay cho cac don vi trice thuoc.
- Cac huyen, thi xd, thanh pho Hui thong baolai cho cac xii, phuong, thi trdn true

thuoc dia phuong minh.

No'i nhiin:
- NhU' tren;
- UBND tinh (b/c);
- Giam d6c Sa (b/c);
- Trung tarn TTDLDT;
- Luu: VT, CNTT;b-


