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~ Qua'théng bao ctia B Cong an, tir toi ngay 27/6/2017, cé hang ng,hm cuoc
tan céng mang bing bién thé cia m3 doc tong tién “Petya” trén thé gioi, lay
nhiém trén 2000 muc tiéu la cac mang may tinh ndi bo cua nhiéu qudc gia, nhat 13
¢ Nga, Ukraina, Ba Lan, Ptrc. Cu thé nhu sau:

1. Ma déc “Petya” 1a mot dang ma doc tdng tién (ransomwar e) rat nguy
hiém, khai thac céc 15 hong bao mat “Eternal Blue” cua giao thuc SMBvI (giao
thirc chia sé& tap tin ctia hé diéu hanh Windows) tuong tu nhu ma déc Wannacry
(Cong an tinh da c6 thong bao 2342/TB-CAT-PASI ngay 24/5/2017 gui cae ban
nganh, cong an cdc dia phuong vé hoat dong cua ma doc nay), déng thoi két hop
st dung k¥ thuat tan cong tinh vi khac dé tan phat ma doc trong mang néi bo.

Ma doc “Petya” c6 kha nang lay nhiém trén cdc may tinh sur dung hé diéu
hanh Microsoft Window 10, Windows Server 2008 tro vé trude chua duoc cap
nhat ban va MS17-010. Sau khi da thim nhap thanh cong mot may tinh, “Petya”
s€ khai thac 16 hong bao mat “Eternal Blue” dé | lay nhiém ma ddc vao cac may
tinh néi bé trong mang chua dugc vé 16 hong nay. Péi v6i may tinh trong mang
da cai ban va 16 hong bao mat “Eternal Blue”, “Petya” su dung cong cu néi tiéng
khac co tén “Mimikatz” dé trich xuét thong tin tai khoan dang nhap mang trong
bo nhé RAM cua may tinh bi lay nhiém (tién trinh Isass.exc), chuyén céac théng
tin nay dén cong cu PSEXEC hoac WMIC (cong cu ctia Microsoft dé quén tri tir
xa méy tinh trong mang qua giao dién dong 1énh) dé tiép tuc cai dat ma doc wr xa
lén cac may tinh khac trong cuing mang nodi bd. Dang cha vy, dbi voi mang may
tinh sir dung mé hinh quan Iy tap trung (Domain), sau khi lay nhiém thanh céng
mot may tinh trong mang, “Petya” co thé tan cong sang cac may chu quan tri
(Domain Controller) chua dugc cép nhat ban va MS17-010, tir d cai dat ma doc
xudng toan bd cac mady tinh trong mang. Ngoai ra, sau khi lay nhiém vao may tinh
mang néi bd, néu phat hién may tinh nay két ndi ra mang ngoai khac (nhu dong
thoi két ndi ra Internet hoic mang WAN khéc qua co ché NAT), “Petya” sé thu
thap cac théng sb hé théng mang, tiép tuc tan cdng sang cac may tinh mang ngoai
do néu chiing cling ton tai 13 héng “Eternal Blue”. Pay 1a nhiing dac tinh rat nguy
hiém, khac co ché hoat dong ciia ma doc “Wannacry”, lam bung phat “‘Petya” trén
dién rong, nhat la ddi voi cac mang ndi bo.



Sau khi ldy nhiém vao may tinh, “Petya” cho khoang 10 dén 60 phit sau
thoi diém lay nhiém dé ra I1énh khoi dong lai may tinh (bang | cach tao mot
Schedule Task trong h¢ diéu hanh). Trong qué trinh may tinh khgi dong lai, ma
doc khong ma hoa wmg tap tin ma md hoa toan bo 6 cung (trr thu muc
C:\Windows) bang cach ma héa bang quan ly tép tin MFT trong phan vung
NTES, ghi de phan ving MBR (Master Boot Record) bang mét trinh khoi dong
(loader) tiy bién kém theo thong tin canh bao nguoi dung. D61 véi mdi may tinh
nan nhan, ma doc sinh ngau nhién mét khoa AES-128 dé mi hoa, khoa nay dugc
tiép tuc ma hoa bang khoa cong khai RSA-2048 cla tin tac, sau do luu trong tep
tin README. Ma doc hién thi ihong bao yéu cau nan nhan tra 300 USD tién
Bitcoin dé trao d6i khoa giai ma. Tinh dén thoi diém 16 gio ngay 28/6, tai khoan
bitcoin clia tin tic da nhan duoc 3.64 bitcoin (tuong duong 9000 USD). Khong
giong nhu Wannacry, ma déc Patya yéu cau nan nhan gui thong tin tai khoan toi
dia chi email Wowsmith12345(@posteo.net dé xac thuc Lhdnh toan va nhan lai
khoa giai ma. Hién nay, dia chi email nay da bi nha cung cap dich vu thu dién tu

khoa, cac may chu diéu khién bi phat hién cling da duoc ngédn chan, do vay tr uong
hop nguot dung tra tien cting khong nhén duge khoa giai ma.

Tinh dén nay, ma doc “Petya” da lay nhiém trén 2000 muc tiéu hé théng
mang ¢ nhiéu quéc gia trén thé gidi nhu Ukraina, Nga, Ba Lan, Y, Puc, Anh, Pan
Mach, nhung chu yéu tp trung vao Ukraina (60%), Nga (30%), Ba Lan (6%)
[taly (2%), Dac (1%). llang} bao mat Kaspelsky cling da ghi nhdn nhitng cudc tan
ccmo nho 1é tai cac qudc gia nhu M, Na uy... Tai Ukraina, cic cong ty dién
qudc gia va cac san bay ¢ thi do Kiev da hung chiu cac cude tan cong ma doc
“Petya” rét 1on, duge cho “chua timg ¢é tién 1é trong lich str nudc nay”. Cudc tan
cong da lam toan bo hé thong may tinh ctua Chinh pha Ukraina bi|sdp, hoat dong
cua hang loat ngan hang, cong ty cua nudc nay bi gian doan. Mot s6 may tinh cua
hé Lhéng cam bién tai Nha may dién hat nhan Chernobyl su dung hé diéu hanh
Windows cung bi vd hiéu hda, phai kiém soat phong xa mot cach thi cong. Tai
Nga, nhiéu ngan hang, hang chuc hé théng méy tinh cla cac cong ty 1on Nga bi
ma doc tong tién “Petya” tan cong, trong dé dang chu y 1a hé théng may tinh ctia
nganh khai khodng Evraz, cac mdy chi cta hang nang lugng Rosneft cling da bi
ngung tré khién Tap doan nay da phai chuyén séng mang quan ly va diéu hanh du
phong déi vai cac quy trinh san xudt. Mot sé may tinh cua cac cong ty thude tap
doan 16n trén thé gidi van tai bién Maersk ciia Dan Mach, tap doan quang céo
WPP clia Anh, tdp doan cdng nghiép Saint-Gobain cua Phéap, 17 cang Container
cua cong ty APM tai Ha Lan, mgt cong ty qudc té 16n co chi nhanh tai Na Uy,
hang dugc Merck, mét bénh vién tai Pittsburg va van phong tai My cua hang Luat
DLA Piper ciing tré thanh nan nhan cia cudc tdn cong bang md doc doi tién



chudc Petya va Petrwrap (mét bién thé cai tién cua Petya), lam mét s6 hoat déng
cua hang va chi nhanh bi ngung tré hoac té liét.

2. Tu tinh hinh trén, Cong an tinh — Co quan thuong truc Ban Chi dao bao
dam an toan théng tin mang — Tinh uy dé nghi cac co quan, ban, nganh, dia
phuong tién hanh cac bién phap sau dé chi dong phong ngira, ngin chan mi déc:

- Tiép tuc trién khai cac blen phap phong ngira theo Thong bao s6 2342/T B-
CAT-PA81 ngay 24/5/2017 vé “hoat dong nguy hiém cua ma doc tong tién
Wannacry”, khan truong cai dat ban va MS17-010 cho cac may tinh va may chu
cua co quan, don vi.

- Pé chu déng ngan ngua, ngan chan ma doc ma hoa dir liéu, co thé tao tap
tin perfc tai duong dan “C:\Windows\perfc” va thiét 1ap thudc tinh chi doc (read
only), hoac tai va thuc thi ep n Lal dia chi
https://download.bleepingcomputer.com/bats/nopetyavac.bat.

- Péi v6i cac co quan, don vi quan ly hé théng mang theo mo hinh tap
trung (domain), ngoai cac bién phap ncu trén, can trién khai cac bién phap k¥
thuat siét chat chinh sach bao mat theo hudng cua Microsoft tai dia chi:
https://www.microsoft.comen-us/download/details.aspx?1d=36036™ dé ngdn chan
ma doc tan cong, kiém soat toan bo hé ll16ng mang.

- Truong hop phat hién ma doéc Petya lay nhiém vao hé thong. dé nghi cac
co quan, don vi ¢d lap cac may tinh bi ldy nhiém, théng bio ve Cong an (qua
phong An ninh Kinh té, dién thoai (0234.3823966) dé pl 5 hop ngan chan, xu ly.

Co quan thuong truc an ninh mang xin thong bao

Noinhin:

- Bb/c Bithu Tinh ty;

- Pe Chu tich UBND tinh;

- P/e Bui Thanh Ha — PBT TT TU- Truong ban Chi
dao BDATTTM.

- Cac s0. ban nganh cép tinh:

- Ngén hang Nha nude Vigt Nam chi nhanh TT Hué:
- Cang Hang khong Quéc té Phu Bai;

- Cong an cac don vi. dia phuong (dé thuc hién):

- Luu: VT, PASI(D1,D3).
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